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The Catalyst for Cryptocurrency Integration into Traditional 
Financial Institutions

Dataset: https://www.github.com/git-disl/EllipticPlusPlus

Fraud detection models trained for financial forensics should:
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Largest labelled Bitcoin transaction          
dataset currently publicly available:

Downfalls of Available Financial Forensics Datasets

Dataset: https://www.github.com/git-disl/EllipticPlusPlus

Available at: 
https://www.kaggle.com/datasets/ellipticco/elliptic-data-set

Consists of over 203$ transactions 
labelled illicit, licit, and unknown

• Elliptic Data Set consists of only Bitcoin transactions, without features of the 
addresses involved and the different interactions between pairs of addresses

Prominent downfall: when a model predicts an illicit transaction, the addresses 
responsible cannot be clearly identified since a transaction may be associated 

with several input and output addresses

GIVEN THIS MOTIVATION, WE MAKE TWO CONTRIBUTIONS



1st Contribution: The Elliptic++ Dataset

Dataset: https://www.github.com/git-disl/EllipticPlusPlus
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• %&'( transactions
• %')( payment flows
• *+' transaction features
• Labels: illicit, licit, unknown

• +%%( wallet addresses
• *. %-. temporal occurrences
• /0 address features
• Labels: illicit, licit, unknown

Forensics performed using 
The Elliptic++ Dataset:

• Identifies fraudulent 
transactions and dishonest 
actors in the Bitcoin network

• Allows explainability as to why 
a wallet address is illusive

• Characterizes addresses as 
the center of the risk detection 
model
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1st Contribution: The Elliptic++ Dataset

Dataset: https://www.github.com/git-disl/EllipticPlusPlus
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addr:
39sfuA8pY4UfybgEZ
i7uvA13jkGzZpsg5K

txId:
355128718

txId:
355007070

txId:
355111463

txId:
355006712

Transactions:

illicit licit unknown

Actors:

illicit licit unknown



Fraud detection by combining diverse ML algorithms and feature optimizations

2nd Contribution: Fraud Detection using The Elliptic++ Dataset

Dataset: https://www.github.com/git-disl/EllipticPlusPlus

Allows for in-depth understanding of the root cause of fraudulent 
activities in cryptocurrency transactions through 

semantic and statistical explainability, 
shining light on the strategies for fraud detection and prevention



The Elliptic++ Dataset

Dataset: https://www.github.com/git-disl/EllipticPlusPlus
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The Elliptic++ Dataset: Collection Pipeline
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Elliptic Dataset:  www.kaggle.com/datasets/ellipticco/elliptic-data-set 
Txs De-anonymized Dataset: www.kaggle.com/datasets/alexbenzik/deanonymized-995-pct-of-elliptic-transactions
Bitcoin Blockchain:  www.blockchain.com 
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The Elliptic++ Dataset: Transactions Dataset

Dataset: https://www.github.com/git-disl/EllipticPlusPlus
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The Elliptic++ Dataset: Actors Dataset
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• +%%, 1)% wallet addresses
• *, %0+, %0& temporal occurrences
• /0 address features
• Labels: %% illicit, 3*% licit, 6-% unknown 

Dataset: https://www.github.com/git-disl/EllipticPlusPlus
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Graph Visualization of The Elliptic++ Dataset

Dataset: https://www.github.com/git-disl/EllipticPlusPlus
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BTC flow from one 
transaction to the next

Utility: Exploration of 
spatial and temporal 

patterns surrounding a 
transaction

Pairwise interactions 
among input and output 

addresses of txs

Utility: Shows density of 
k-hop neighborhoods of 

addresses

BTC flow across txs and 
addresses

Utility: Evaluation of 
relationships among 
addresses of same 

transactions

Address cluster graphs

Utility: Linking of 
addresses controlled by 

a specific user 
(de-anonymization)



Fraud Detection Methodology

Dataset: https://www.github.com/git-disl/EllipticPlusPlus

Dataset Preprocessing

Machine Learning Models Evaluation Metrics

TRANSACTIONS DATASET ACTORS DATASET

Random Forest (RF) Scikit-learn: default parameters, 50 estimators

Multilayer Perceptrons (MLP) 1 hidden layer w/ 50 neurons, 500 
epochs, Adam opt., 0.001 LR

Long Short-Term Memory (LSTM) TensorFlow: sigmoid act., Adam 
opt., 30 epochs, binary cross-entropy loss, 15 emb. output dims

Extreme Gradient Boosting (XGB) XGBoost: default parameters, 
multi:softmax obj., 2 classes

Logistic Regression (LR) Scikit-learn: default parameters

Precision, Recall, F1 Score, Micro-Avg F1 Score, 
Matthews Correlation Coefficient (MCC)

Case studies:
(i)EASY cases: all models classify an illicit tx correctly
(ii)HARD cases: all models classify an illicit tx incorrectly
(iii)AVERAGE cases: some models failed to classify an 

illicit tx but ≥ 1 models classified correctly



Results: Statistical Analysis of the Dataset
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Results: Model Evaluation and Analysis

Dataset: https://www.github.com/git-disl/EllipticPlusPlus

TRANSACTIONS 
DATASET

ACTORS DATASET

TX – Elliptic++ Transactions Dataset
EC – Elliptic Dataset

AR - Elliptic++ Actors Dataset



Results: EASY, HARD, AVERAGE Cases Analysis

Dataset: https://www.github.com/git-disl/EllipticPlusPlus

71%

<1%

This motivates us to focus on optimization of the RF model with 
feature refinement



Model Optimization by Feature Refinement
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Our Contributions to financial forensics on blockchain networks:

Concluding Remarks

We release The Elliptic++ Dataset, combining over 203k transactions and 
822k addresses, and provide four unique graph representations.

We demonstrate the utility of the dataset for detecting fraudulent 
transactions and illicit accounts using representative ML approaches.

We provide detailed analysis on improving the generalization 
performance of individual and ensemble ML algorithms on the dataset.
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Dataset: https://www.github.com/git-disl/EllipticPlusPlus



The Elliptic++ Dataset and Tutorials

Publicly available at 
github.com/git-disl/EllipticPlusPlus

Along with several 
tutorials!!!
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Thank you for your attention!


